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Abstract. This paper focuses on securing communication between 

nodes of ad-hoc networks by applying IPSec. Ad-hoc network is a 

collection of mobile nodes that are dynamically and arbitrarily located 

in such a manner that the interconnections between nodes are capable 

of changing on a continual basis. The security factor is one of the 

main issues as no infrastructure-based solutions are applicable in this 

area. Like in all other networks, the routing is one of the most 

important parts in this network. Ad-Hoc On-demand Distance Vector 

(AODV) routing protocol is the most popular routing protocol in ad-

hoc networks and it is employed in the simulation model. Security in 

ad-hoc network requires both routing security and data 

communication security. The proposed IPSec implementation model 

for both authentication header (AH) and encapsulation security 

payload (ESP) is simulated using the NS-2 simulator and results from 

the NS-2 simulated environment are compared for both authentication 

header and encapsulating security payload for secure data 

communication in ad-hoc networks. The main contribution of this 

paper is to present IPSec as a good solution for Ad-hoc network 

security problems.  

1. Introduction 

Since their emergence in the 1970s, wireless networks have become 

increasingly popular in the computing industry. This is particularly true 

within the past decade which has seen wireless networks being adapted to 

enable mobility. There are currently two variations of mobile wireless 

networks. The first is known as infrastructure networks, those networks 

with fixed and wired gateways. The bridges for these networks are 

known as base stations. A mobile unit within these networks 
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communicates with the nearest base station that is within its 

communication radius. 

The second type of mobile wireless network is the 

infrastructureless mobile network, commonly known as an ad-hoc 

network. Ad-hoc networks have no fixed routers; all nodes are capable of 

movement and can be connected dynamically in an arbitrary manner. 

Nodes of these networks function as routers which discover and maintain 

routes to other nodes in the network, as shown in Fig. 1. 

 
Fig. 1. WLAN configurations: (a) Ad-hoc; (b) Infrastructure. 

In an ad-hoc network environment, much of the work is done to 

increase the security of the network. A good number of routing protocols 

have been proposed and used without ensuring proper security 

mechanism. As Ad-hoc On-Demand Distance-Vector (AODV) protocol 

is about to become a standard, researchers are now thinking highly about 

the security of this routing protocol. Besides, for ensuring security of an 

ad-hoc wireless network, a set of challenges are facing the researchers 

such as 
[1]

: 

• Dynamic topologies without central authority  

• Bandwidth constraint  

• Limited resources 

• Secure data communication  

Most of the security threats and vulnerabilities of ad-hoc network are 

due to the challenging issues that also exist in wired networks, such as: 



Simulation of IPSec Protocol in Ad-Hoc Networks 

  

 

5 

• Passive Eavesdropping 

• Man in the Middle Attack 

• Intrusion 

• Denial of Service 

From the problem definition and security threats, it follows that it is 

needed to secure the communication in this network due to various 

sensitive applications. The focus of this research is to secure the data 

communication part of ad-hoc networks. 

2. Ad-hoc Networks 

Ad-hoc networks are becoming popular for their unique 

characteristics. To achieve the attractive features, ad-hoc network should 

attain distinguished properties such as peer-to-peer among host, multi-hop 

routing protocol, and the network is autonomous and auto configured 
[2]

. 

The typical application of Ad-hoc networks can be described as 

follows: 

• Military Networks 

• Emergency Services, as shown in Fig. 2 

• Collaborative Networks  

• Wireless Sensor Networks  

• Personal Area Networks and Bluetooth  

Fig. 2. Ad-hoc Networks applications. 
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When the concept of Ad-hoc network was first established, a set of 

initial goals was fixed. These goals were scalability, quick convergence, 

bi-directional communication, loop freedom and unicast. But with the 

rapid proliferation of ad-hoc networks in different applications, the 

applications require some other properties such as:  

• Secure routing and data transfer: Nodes are generally in 

mobile nature in ad-hoc networks. Currently all routing protocols cope 

with the dynamic topology without adequate security measure. 

Therefore, a node may be compromised at any time. As the network 

serves various sensitive applications, secure routing protocol and secure 

data transfer mechanism are essential for this network.  

• Quality of service (QoS): QoS is defined as the ability of a 

network element such as node to provide some level of assurance for a 

consistent data delivery. It is a set of service requirements to be met by 

the network while transporting a packet stream from source to 

destination. Due to the dynamic nature, limited resource availability and 

insecure medium, it is needed to maintain QoS for ad-hoc networks.  

• Service discovery: Nodes may want to get any service from the 

wireless network on ad-hoc basis in emergency such as in battlefield or 

rescue operations. Node may search for service after discovery of the 

route. That is why ad-hoc network need to provide service discovery 

process for the mobile node in the network 
[3]

. 

3. Routing in Ad-hoc Networks 

In ad-hoc networks we have a good number of routing protocols, 

which are broadly classified into two categories. The first category is 

Reactive routing or Table Driven, and the second one is Proactive routing 

or Source Initiated on Demand. In reactive approach, routing information 

is stored and maintained before the actual transmission begins. From the 

application perspective, it has the advantage of minimum initial delay as 

the desired route is already established. Destination-Sequenced Distance-

Vector Routing (DSDV) and Wireless Routing Protocol (WRL) are 

examples of reactive routing 
[4]

. The proactive routing or 'source initiated 

on-demand' routing protocols create routes only when a source needs to 

communicate with another node whose path is not known to the source. 

Ad-hoc On-Demand Distance Vector (AODV) and Dynamic Source 
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Routing (DSR) are examples of this type of routing. Some routing 

protocols applied the combination of both reactive and proactive routing. 

Zone Routing Protocol is such a protocol 
[5]

.  

Ad-hoc On-Demand Distance-Vector (AODV) routing protocol is 

specifically designed for mobile ad-hoc wireless network 
[6]

. It provides very 

quick and efficient route establishment between communicating nodes. In 

most of the protocols, the overhead is incurred by the fact that each 

transmitted packet contains the source route to the destination information.  

AODV protocol eliminates this problem by maintaining only the next 

hop information to reach a particular destination. So routing message does not 

have an increasing size 
[7]

. A monotonically increasing sequence number is used 

to prevent replay attacks and to ensure loop free routing among the nodes. This 

scheme of routing is employed in the subsequent simulation model. 

4. IPSec Architecture 

IPSec uses two protocols to provide all its services:  

a. Authentication Header (AH): This header is added with IP 

datagram to ensure the integrity and authenticity of the data packet.  

b. Encapsulating Security Payload (ESP): This header is added 

to protect the confidentiality, integrity and authenticity of data packet 
[8]

.  

IPSec uses Security Association (SA) to define a secure link from 

source to destination. Defined in RFC 2401 a Security Association (SA) 

is a simple connection that affords security services to its traffic 
[9]

. 

5. Simulation Model 

The proposed IPSec implementation is simulated in ad-hoc network 

environment. The Network Simulator (NS-2) 
[10] 

has been chosen for this 

purpose due to its popularity in the field of wireless networks simulation 

compared to other simulators 
[11]

. 

Different parameters have been chosen for creating the simulation 

environment for our model. Here some static parameters are chosen for 

set the NS-2 environment and some static data parameters have been 

chosen for simulating both authentication header and encapsulation 
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security payload of IPSec 
[12]

. One of the most important parameters is 

routing protocol, which has a big effect on processing time and delay.  

The following static parameters are set for the purpose of simulation. 

For the packet sizes, the simulation model assumes the following:  

1) Packet Size for AH  

- Packet Size without AH 1024 bytes.  

- Packet Size with AH 1044 bytes (data packet 1024 bytes + SPI 4 

bytes + next header 1 byte + payload length 1 byte + reserved 2 

bytes + Sequence no. 4 bytes + authentication header 8 bytes). 

2) Packet Size for ESP  

- Packet Size without ESP 5120 bytes.  

- Packet Size with ESP 5133 bytes (data packet 5120 bytes + SPI 4 

bytes + Padding 1 byte + Authentication 8 bytes) 
[13]

. 

 Table 1. Static Parameters for NS-2 Simulation. 

Parameter Value 

Size 600m × 500m 

Number of nodes 30 

Node placement Uniform 

Protocol 802.11 

Antenna type Omni directional 

Mobility model Random waypoint 

Routing protocol AODV 

Packet type TCP,UDP 

6. Results 

A snapshot of NS-2 model is shown in Fig. 3. The figure shows 30 

mobile nodes which are moving in a random fashion model. Each node has its 

own direction in the two dimensions topology. For example, node number (0) 

moves from its initial location which is x-axis = 0 and y-axis = 0 to the 

location x-axis = 50 and y-axis = 350 after 10 seconds with high velocity. 
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Fig. 3. Snapshot for the simulated environment by NS-2. 

Data has been collected from fixed number of nodes within the 

assumed 30 nodes ad-hoc network environment. Figures 4-7 show that 

the simulated ad-hoc network with ESP has more throughput, processing 

time, delay and jitter than the same network with AH protocol 
[14]

. 

 

Fig. 4. Throughput of sending packets with AH and with ESP. 
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Fig. 5. Throughput of sending bits vs. average end to end delay with AH and without using 

IPSec. 

 

Comparing ESP with AH, ESP provides more services compared to 

AH such as confidentiality of data packet by encryption. Therefore, it 

depends upon the user to choose the level of security that he needs for 

transmitting data packet among nodes in ad-hoc networks. If highest 

security is required for any data packet then the choice should be ESP 

and if authenticity is required rather than confidentiality then this can be 

achieved by using AH. 

 

 

Fig. 6. Throughput of forwarding bits vs. average processing time with AH and without 

using IPSec. 
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Fig. 7. Throughput of forwarding bits vs. average processing time with ESP, AH and without 

using IPSec. 

7. Conclusion 

Due to various emergency and sensitive applications, data packet 

security needs to be achieved in ad-hoc networks, but guaranteeing 

complete security in such a network may be impossible if the nodes are 

too mobile and suddenly compromised. The proposed IPSec 

implementation attempts to ensure data communication security. 

Sending and receiving data packets with IPSec needs more time as 

compared to sending data packets without IPSec. Between AH and ESP 

implemented data packets, ESP implemented data packets consume more 

time due to handling encryption.  

If an application needs only authentication, simulation shows that AH-

implemented data packets have minimum time overhead. Results also 

encourage implementing IPSec with ESP for all security services with 

moderate time overhead. 

There are ongoing modifications of Ad-hoc On-Demand Distance-

Vector routing protocol (AODV) to fulfill the security requirements. The 

security proposal of this research is just the beginning of work in the area 

of data communication security in ad-hoc networks. Implementation of 

Encapsulating Security Payload (ESP) and Authentication Header (AH) 
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of IPSec ensure confidentiality, authenticity of data and as a result, 

security will be further improved. 
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