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e ABSTRACT

Location-based services have become ubiquitous, effectively penetrating all
smartphones and GPS-enabled devices and providing tremendous value to
customers. While LBSs have grown in popularity, they are not without flaws;
specifically, the user of an LBS must reveal his or her location data in order to
take full advantage of the service, thereby potentially risking their own privacy
and security.

Location-based services present an inherent challenge: that of finding the delicate
balance between efficiency when answering queries and respecting user privacy.
Inevitable security issues will most certainly arise since the server needs to be
informed of the query location to provide accurate responses. In spite of the many
advancements in security that have taken place in wireless communication, it is still
possible for servers to become infected with malicious software. Of course, it is now
possible to make sure queries do not generate any fake responses that may appear
real to users. Actually, when a fake response is utilized, there are mechanisms that
can be employed so that the user can identify the authenticity of the query, a
number of techniques have been proposed in the literature in order to provide an
optimal solution for privacy-preserving queries in LBS. This research firstly explored
three well-known approaches used in privacy-preserving location-based services:
Zero Knowledge Proof, Oblivious Transfer, and Bloom filter. Each has the goal of
reducing information leakage and creating an automated performance measure. Of
the three methods described above, bloom filters arguably have the best runtime
performance. However, bloom filters suffer from two deficiencies: (a) they leak at
most one bit of information per query, and (b) the hash functions Hk require careful

design and security analysis so that they are orthogonal and independent. This



means that even if Hi is broken, for some i, nothing can be learned about any other
Hj (secure), j = i. We proposed a novel, two-phase privacy preserving framework for
LBS involving a combination of a bloom filter with a second technique, Zero-
Knowledge Proof BLOK or Oblivious Transfer BLOT. While all three of these methods
have proved useful in securing a user’s private information, our proposed two-phase
privacy approach should enhance privacy even further, protecting users from
malicious attacks by exploiting the inherent capabilities of BLOT and BLOK in
protecting from attacks, respectively. Towards this end, the research proposed
BLoom Filter Oblivious Transfer (BLOT) and BLoom Filter 0 Knowledge (BLOK), The
usefulness of these methods have been shown for securing the private information
of a user. Analysis of the results demonstrated that BLOT and BLOK performed
decidedly better when it was compared to the referenced approaches, and it also

enhanced entropy.



