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ABSTRACT

At present, the Android operating system dominates the smartphone market and the
number of Android applications has risen dramatically. Android applications are
processing increasing amounts of sensitive data, which could spark concerns about
data leakage and privacy violation. Applications may misuse the sensitive data stored
on the Android device and violate the privacy of the user. Indeed, firms use users'
data for the purpose of targeted advertisement. Therefore, it is important to maintain
user privacy and protect sensitive data from leakage. Thus, Static data flow analysis
approaches, have been utilized for analyzing Android applications to uncover
security and privacy issues (i.e., sensitive data leakage detection). Unfortunately,
these approaches frequently generate false alarms, given the different challenges
caused by Android applications such as inter-component communication (ICC) and
Reflection. In this thesis, we, therefore, present DroidRista, an approach for
efficiently conducting static data flow analysis on Android applications for detecting
sensitive data leakage. DroidRista is capable of analyzing reflection as well as
analyzing inter-component communication (ICC) in Android applications and thus
improving DroidRista’s precision of detecting data leakage as compared to existing
static analysis approaches. To evaluate the performance of DroidRista, we have
tested it on three data sets. The first data set is taken from benchmark test-suites
containing 231 applications. The empirical results indicated that DroidRista reaches a
precision of 98% and a recall of 98%. The second data set consists of 49 applications
from Google Play Store. We detected a large number of data leaks, which is
completely alarming since these are highly downloaded applications. Finally,
DroidRista was used to monitor data leakage on InsecureBank app, and it
successfully detected all leakage already existed in this app. Our work will contribute



to extending the current knowledge relevant to the Android security and improving
the security analysis of Android applications.



