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Malware, or malicious code, has become a major threat in computers and in
the network community. With the increased use of the Internet and application-based
networks, malware detection is a serious challenge. The signature-based detection
technique has been widely used as the main method of detecting malware, but with
obfuscation techniques, it has failed to detect modern malware. Recent research has
proven that a Hidden Markov model (HMM) is useful for malware detection using
features that reflect the malware behavior. The motivation in this work is to enhance
the working strategy of malware detection. In this study, the related problem of
malware clustering based on HMM is considered.

In meeting this goal, this study has proposed a system of testing the malware
behavior based on HMM scores, which have been extracted from the learning model
on application programming interface (API) call sequences and Operational code
(opcode) sequence datasets as malware behavior. API call sequences that extract
dynamically and opcode sequences that extract statically are used; they are compared
to see which behavior is better for malware detection. Then genetic operators are used
in enhancing normal K-means working with the HMM. The proposed genetic K-
means is used as a classification algorithm to cluster new behaviors based on the
scoring from the HMM. Next, the enhancement results are compared to the normal K-
means classification based on the HMM, evaluating the proposed optimization
technique.

Therefore, this study is considered to be an optimization enhancement and an
evaluation study among normal K-means with the HMM in malware detection,
proposing genetic K-means with HMM in malware detection. The results obtained
from the experiments demonstrate that the objectives are successfully completed with

an average of high detection rate about 87.68%.



