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ٔ حطبٛقاحٓا فٙ  (Radio Frequency Identification-RFID) اَخششث حقُٛت انخؼشٚف بانخشدد انلاسهكٙ

انؼٕايم انٓايت ْٕ أدذ اَخفاض حكهفت انبطاقت ٔ دٛث أٌ  .أَٜت الأخٛشة ػبش انؼذٚذ يٍ يجالاث دٛاحُا انٕٛيٛت

نًقأيت كم  ٔفؼال بشٔحٕكٕل نهخٕثٛق انخفٛف بذٛث ٚكٌٕ آيٍأًْٛت حصًٛى ْزا ٚقخضٙ  ، فإٌَخشاسْالإ

ػهٗ أٔنٛاث انقائًت دانٛا  نهخٕثٛق انخفٛف حبُٙ حصًًٛاحٓا  (RFID)بشٔحٕكٕلاث يؼظى إٌ . انًًكُتانٓجًاث 

 . الأياٌ ًضٚذ يٍانأجم كسب انششائخ يٍ  خجأص قذساثقذ حيكهفت 

أكبش قذس يٍ الاْخًاو فٙ انسُٕاث  (HB- Hopper and Blum) انخٕثٛق انخفٛفبشٔحٕكٕلاث  ػائهتاكخسبج 

انخطبٛقاث انخاصت  َظشا لاسخخذايٓا انٕاسغ فٙ، يقاسَت بغٛشْا يٍ انبشٔحٕكٕلاث خفٛفت انٕصٌانقهٛهت انًاضٛت 

ػشضت ْٙ  (HB) اصذاساث ػائهتيؼظى قذ ٔجذ أٌ ٔ  .انٕاسؼت الاَخشاس ،بالأجٓضة راث انخكهفت انًُخفضت

 .Man-in-the-Middle، َٕع يٍ ْجٕياث GRS-(Gilbert, Robshaw, and Seurin attack)نٓجٕو 

باسخخذاو ، (*HB-MP)، اسًّ (HB)حى اقخشاح ٔ حصًٛى بشٔحٕكٕل جذٚذ ٔ آيٍ نؼائهت  فٙ ْزِ الأطشٔدت،

 حىبؼذ رنك، . انًُٓجٙ الاثباثٌ انبشٔحٕكٕل انًقخشح باسخخذاو اأئ قذ حى اثباث . انذٔساٌ انؼشٕائٙحقُٛاث 

يقاسَت أداؤِ  ٔ يذٖ أياَّ أثُاء انخُفٛزاخخباس نهخذقق يٍ إيكاَٛت حطبٛقّ،  ًَٕرج أٔنٙ نهبشٔحٕكٕلإجشاء 

انغٛش  انخصٕوبشٔحٕكٕل آيٍ ضذ ْٕ  (*HB-MP)انخٕصم إنٗ أٌ  حىٔ قذ . بانبشٔحٕكٕل الأكثش صهّ بّ

انٕٛو يٍ َٕع  (RFID)فٙ ششائخ هًٕاسد نًشذدة انقٕٛد اننهخُفٛز ضًٍ  شة ٔانُشطت، ْٕٔ أٚضا قابميباش

(EPC) .، ٕٚفش بشٔحٕكٕل حبؼا نزنك (HB-MP*) َا أفضم يٍ بشٔحٕكٕلاث اأي(HB)  ٌٔأ٘ انسابقت يٍ د

 .خساسة فٙ جاَب الأداء
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Abstract 

 

 RFID technology and its applications have recently spread across many 

aspects of our daily life. The low cost of the tag is one of the important factors to 

their proliferation, which of course restricts storage and computation capabilities on 

tags. This implies the importance of designing a secure and efficient light-weight 

authentication protocol to resist all feasible attacks using only low cost primitives. 

Most of the existing light-weight RFID authentication protocols based their designs 

on expensive primitives which is beyond tags capabilities in order to gain more 

security. HB family lightweight authentication protocols have gained most attention 

in the past few years among other lightweight protocols due to its broad spectrum of 

application in low-cost pervasive devices. Most of HB variants are vulnerable to a 

GRS man-in-the-middle attack.  

In this thesis, a new and secure variant of HB family protocols named HB-

MP* is proposed and designed, using the techniques of random rotation. Then, the 

security of the proposed protocol is proven using formal proofs. After that, a 

prototype of the protocol is conducted to check its applicability, test the security in 

implementation and to compare its performance with the most related protocol. The 

HB-MP* protocol is found secure against passive and active adversaries and is 

implementable within the tight resource constraints of today’s EPC-type RFID tags. 

Accordingly, HB-MP* protocol provides higher security than previous HB-like 

protocols without sacrificing performance. 

 

 

 

 


